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Dr. Michael Nuccitelli  

iPredatorÊ:  A child or adult who engages in psychological and/or  physical victimization of 

others motivated by; peer acceptance,  malice, spite and  criminal or deviant drives using 

digital communications technology, telecommunications or mobile devices.  

iPredators  are influenced by deviant sexual fantasies, aggressive desires for power and 
control, retribution, religious absolution, political reprisal, psychiatric illness, psychological 

and perceptual distortions and/or personal/financial gain.  iPredators can be a ny age, male, 

female and are not bound by socio -economic status or racial heritage.   

 òWe can easily forgive a child who is afraid of the dark; the real tragedy of life is when men 
are afraid of the light.ó  Plato  (427 BC - 347 BC)  

http://plato.stanford.edu/entries/plato/
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A child or adult  who engages in psychological and/or  physical 
victimization of others motivated by; pee r acceptance,  malice, spite and criminal or 
deviant drives using digital communications technology, telecommunications or 
mobile devices.  

 

On May 4, 2011, William Francis Melchert -Dinkel  was convicted of two counts of 
assisted  suicide  in the state of Mi nnesota.  State prosecutors  proved  he posed online 
as a young , depressed  female  nurse  involved w ith encouraging, advising and assisting  
juveniles and  adults with committing suicide through the internet.     

Prosecutors stated Melchert -Dinkel was obsessed with hanging, suicide and searching 
out p otential suicide victims online .  Court documents said  Melchert -Dinkel told 
police he did it for the òthrill of the chase.ó  He acknowledged participating in online 
chats about suicide with  20 people , entered  int o bogus  suicide pacts with  ten and  five 
of  them he believed killed themselves.      

He was found guilty of encouraging people to commit suicide while he watched 
voyeur istically on a webcam.  The stateõs evidence proved he posed as a suicidal 
female nurse to win his victimsõ trust, entered  into  false suicide pacts  with them  and  
then  offered detailed in structions  and advice  on the most efficient ways to  take their 
own lives.  

He was sentenced on May 4, 2011, to 360 days in jail.  Welcome to the  unseemly and 
perverse world of  the  iPredator .  

http://www.internetsafetyproject.org/wiki/william-francis-melchert-dinkel
http://en.wikipedia.org/wiki/Assisted_suicide
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Technological ad vancements have changed the way we  interact , exchange  and access 
information.  Smartphone s, mobile devices  and social media technol ogies are the 
latest in a succession  of advancements  growing at a feverish pace .  Itõs often difficult 
to imagine  that the everyday web browser  used by millions of people  each day  is just  
twenty y ears old .   

As of 2011,  Nielsen Online , International Telecommunications Union , GfK and  World 

Population Stats  estimate  two billion people  globally  are internet users  having grown  

by 480% fr om 2000 -2011.   Despite its  already significant impact, the pace of new -

technology introductions  and number of internet users  will continue to grow at an 

accelerated rate  with access  to  and the exchange of information  being a priori . 

Although  digital technology is  still in its infancy , humanity has already been 

trammeled  by its  vortex  of ever -evolving technology with incredible  speed and 

deepening  complacency.  Humanity has been seduced  by the notion that more 

technology translates into  a better quality of life.  Along with this distorted societal 

perception, humanity also  fails  to heed  the warnings  of prophetic authors of the past 

century that give us chilling glimpses of a dystopian  society.   

Dystopia in literature depicts a society on the catastrophic edge of destruction and 

authoritarian control.  Personal freedoms are expelled from society, leaving each 

individual under the mercy of the governmentõs eccentric rules and demands.  As 

seen at the individual level, the effects of being in such an environment are  both 

devastating and shocking.  In such an environment, t he individual is demoralized, is  

conditioned in both thoughts and  actions to adhere to administrative goals  and loses 

any sort of individualism due to the constraints placed on free will . 

Nowhere is the picture of dystopia more clearly depicted than through the literary 

genre of science fiction .  Everywhere, it seems, we can fi nd the earmarks of a society 

that  has been lu lled into a false, almost paralytic sense of trust and faith in 

technology over the human spirit and ingenuity.  Without pause or reservation, we 

have succumbed to the erroneous belief that with an increase in access to technology 

and mass communication, w e are more connected  to one another creating  a 

proverbial  òglobal family .ó 

 

http://en.wikipedia.org/wiki/Web_browser
http://en-us.nielsen.com/content/nielsen/en_us/product_families/nielsen_netratings.html
http://www.itu.int/en/pages/default.aspx
http://www.gfk.com/
http://www.internetworldstats.com/
http://www.internetworldstats.com/
http://www.internetworldstats.com/
http://en.wikipedia.org/wiki/Dystopia
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Whatõs really happening, true to the prophecies  of writers such as Ray Bradbury , 

Aldous Huxley  and George Orwell  is that we are becoming increasingly  separate from 

one another.  We live in an age that is the embodiment of the dystopia depicted in Ray 

Bradburyõs novel Fahrenheit 451 : an age of speed, de tachment and  devoid of true 

human connection when we are unconsciously in dire need of a sense of human 

connectedness.  

The chilling similarities between our current human condition and Ray Bradburyõs 

well -crafted, cold, detached characters in Fahrenheit 45 1 are stunning.  Bradburyõs 

depiction of a society in which technology has replaced human effort and thought, 

eerily parallels our current culture.  We move faster  and faster as we  are bombarded 

with more and more information.  We now think less and have b ecome totally 

enthrall ed with as well as  reliant up on smartphones  and the myriad of new mobile 

devices . 

 

The concept of being òconnectedó tragically and paradoxically makes us less 

connected to what is really happening in the world.  We do not know our neighbors as 

well as we think we know the people with whom we  are òconnectedó via technology.  

We are separa te, isolated  and disconnected from others  on a real,  human  and  

spiritual  level.  Members of our society are firmly planted in an existential  vacuum .  

We have become sated with information,  with pseudo -activity  and  with  noise.    

http://en.wikipedia.org/wiki/Social_networking_service
http://www.brainyquote.com/quotes/authors/r/ray_bradbury.html
http://www.online-literature.com/aldous_huxley/
http://en.wikipedia.org/wiki/George_Orwell
http://www.sparknotes.com/lit/451/
http://en.wikipedia.org/wiki/Smartphone
http://en.wikipedia.org/wiki/Mobile_device
http://en.wikipedia.org/wiki/Mobile_device
http://en.wikipedia.org/wiki/Existentialism


4 

 

Weõve been lulled into a false sense of trust and reliance o n technology, taking 

information and òconnectionó to others in the abyss of cyberspace  at face value.  Like 

the fairy tale, Little Red Riding Hood  innocently wander ing through the forest, we 

erroneously believe  that the òWolfó is whoever  he appears or claims  to be.  Like Little 

Red Riding Hood, we are in danger o f being devoured by a plethora of predators.   

Although disguised, Little Red Riding could see her predator, whereas we cannot.   Itõs 

amazing how  this fairy tale  was created centuries ago and evolved to become a story 

for children.  Unfortunately, the theme of a predator disguised as someone else is 

exactly what occurs now in cyberspace.    

 

GUSTAVE DORE 

By virtue of this proverbial cloak of anonymity so conveniently  provided by the 

internet, iPredator s troll  cyberspace with  a distinct advantage in that they may 

represent them selves in any way they choose .  Further more , they  can surreptitiously 

stalk their  prey by tracking the potential victimõs path from an undetectable, safe 

distance.  Not only can iPredator s become anything they choose  to be, they can also 

become anything their  victim may subconsciously  desire  them  to be.  Although  

iPredator s have specific, unique profiles, the victim could be anyone in this age of  

virtual reality , isolation and human disconnectedness.  

The re percussions of the unrestricted  latitude of iP redator s will be catastrophic for 

not only the individual, but for society, and potentially, the world over .  Therefore, 

before it is too late, we must re -examine the phenomenon  of  òsocial networkingó via 

technology.  We must become more in touch with the dark psychology  of this boon to 

modern culture and respect the mighty potential for harm that lurks beneath its  

surface.    

http://www.merriam-webster.com/dictionary/abyss
http://www.webopedia.com/TERM/C/cyberspace.html
http://en.wikipedia.org/wiki/Little_Red_Riding_Hood
http://dore.artpassions.net/
http://en.wikipedia.org/wiki/Subconscious
http://www.bilawchuk.com/mark/
http://www.scribd.com/doc/55157948/Dark-Psychology-An-Introduction
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The primary arena for  iPredators locating their  targets is  cyberspace  with  physical  

contact  being  a secondary objective .  Cyberspace  is an abstract concept, which 

includes  the  environment  consisting of  a network of information t echnology 

infrastructures  (ITI) people  having  access to acquire and exchange information.   

iPredatorõs modus operandi  is malevolent  with an end goal of  abuse, assault  or 

pilfering  of  possessions , reputation  or  identity.  In all cases, iPredator s exhibit  

minimal  disquiet for the  victimõs psychological welfare  by injecting  fear, 

embarrassment and distress  in  to  their lives .     

Unlike  traditional  human predators  offending others  without  information technology , 

iPredators rely on the m ultitude of benefits afforded to  anyone who engages in 

communication via the internet.  These assistances include the exchange of 

information over long distances, the rapidity of  information  exchange and  the 

seemingly infinite  access to data  available for personal consumption and/or 

dissemination .  Malignant  in inten t, iPredator s rely  on  their  capacity to deceive others 

using  digital  technology  in an abstract electronic universe . 

 

iPredators are  influenced  by deviant sexual fantasies, aggressive desires for power 
and control, retribution, rel igious  absolution , political reprisal , psychiatric illness , 

psychological and perceptual distortions  and/ or personal /financial gain.   iPredators 

can be any age , male, female  and are not bound by socio -economic status or racial 

heritage.   Within the next century, iPredators and their acts of  theft,  violence and 

abuse will become a global phenomenon and societal epidemic if not  squashed .       

Cyberstalkers , cyberbullies , cyberterrorists , cybercriminals , online  sexual pr edator s 

and white -collar criminals  all use  what Iõve termed  "Cyberstealth " provided by the 

int ernet, computers, mobile devices  and social media .  Cyberstealth is a method 

and/or strategy  by which iPredator s are able to establish and s ustain complete 

anonymity while they taunt , troll and stalk  their  prey.   In addition to a  stratagem , 

cyberstealth is a reality of digital technology  which human civilization  often  fails to  

http://en.wikipedia.org/wiki/Information_Technology_Infrastructure_Library
http://en.wikipedia.org/wiki/Information_Technology_Infrastructure_Library
http://www.answers.com/topic/digital-technology
http://www.answers.com/topic/online-stalker
http://www.answers.com/topic/cyberbully
http://www.crime-research.org/news/19.10.2004/724/
http://en.wikipedia.org/wiki/Computer_crime
http://www.protectkids.com/dangers/onlinepred.htm
http://en.wikipedia.org/wiki/White-collar_crime
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fathom .  Given that the internet inherently affords anonymity; cyberstealth used by 

iPredators may range from negligible to  the  highly complex and multi -faceted.  

Cybersteal th is a covert  process by which iPredators are  able to establish and sustain 

complete an onymity while th ey engage in online activities  planning their  next assault , 

investigating in novative surveillance technologies  or researching the social profiles of 

their  next victimõs peers and loved ones.  Their  victims  mostly  come from the 

populat ion of online users who are either ignorant to  or unaware  of the fact that  

theyõre being secretly evaluated  as a potential victim .   

Exactly as in the wild,  iPredators stalk  and measure  their prey using tactical strategies  

that  increase  probability  for success  while  decreasing  identification  when in attack 

mode .  iPredator s use cyber stealth  to create a  dynamic  profile of what they  surmise  is 

most successful in luring their  prey into vulnerability and submission.   

 

The prime target sought by iPredator s are people who use  the I nternet and mobile 
digital technology  while being devoid of ; the necessary protective  Internet  strategies, 

levels of awareness, a healthy level  of skepticism , and structured tactic al methods 

when perusing  the Internet . 

Using c yberstealth, iPredator s have  considerably lower probabilities  of identification, 

legal ramification s or injury.  Prior to digital technology, stalkers, pedophiles, bullies, 

terrorists, rapist s and scam/fraud artists had to be far more creative in their m ethods 

of  domination and control.   Now with digital technology and c yberstealth, these 

criminals, deviants  and bullies can either create hidden and bogus identities  or 

manipulate others using em bellished personas  of who they envision themselves to be 

most influential to others . 

Computer Science  experts , sociologists  and  psychologists  tend to describe  digital 

technology and telecommunications  as beneficial tools for humanity .  My 

conclusionary  findings leading to  the  creation of iPredator defines this new 

dimension  quite differently  depending on the user .  Although I view the World Wide 

Web, Internet , Telecommunications  and Digital Technology  as tools , I do recognize 

http://en.wikipedia.org/wiki/Persona
http://www.webopedia.com/TERM/W/World_Wide_Web.html
http://www.webopedia.com/TERM/W/World_Wide_Web.html
http://www.webopedia.com/TERM/I/Internet.html
http://en.wikipedia.org/wiki/Telecommunication
http://www.answers.com/topic/digital-technology
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tools have many different purposes.  W hen chosen  for nefarious  reasons , cyberspace 

and digital technology  are tools that  become weapons.  iPredator s pri marily use  

cyberspace  and digital technology as weapon s in their  efforts  to offend, dominate  or 

steal.  

Prior to the internet, all methods of communication  involved  some form of  response  

recognition  using  at least one  of  our five senses.  Although deception , crime and 

immoral  acts were committed , they  entailed far more creativity, design  and planning.  

In cyberspace, none of our heightened physical  senses are engaged as we exchange  or 

verify information as valid .  This òveil of invisibilityó has benefits, but the 

disadvantages far outweigh the  benefits  for  the  vulnerable  and un -knowledg eable 

among us.      

iPredator s use this anonymity for vindictive , malevolent  or criminal  reasons .  They  

purposely  strategize and plan how theyõll use cyberstealth to victimize their target  

without  the  negative consequences  of law enforcement or authority fi gure 

involvement .  Whether com municating for reasons based in benevolence  or  malice , 

the digital universe  offers users the ability to present  an image  in whatever manner 

they deem conducive  to  their goals.    

iPredatorõs level of anonymity is directly correlated to their goals.  For the child 

cyberbully, they tend to practice minimal anonymity  methods  given theyõre fueled by 

needs of peer acceptance  and want  both their victim and sur rounding  peers to  be 

privy .  On the other end of the anon ymity continuum are online sexual predators that  

often will create online profiles depicting themselves very different from their actual 
self.  

 

Cyberstealth is  most often used  without criminal or abusive intent .  As part of the 

human condition , we tend to  embellish  our attributes , both offline &  online wanting 

to be accepted  by others by present ing  ourselves  as more  successful, attractive  and  

worldly .  Just as animals in the wild use their innate instincts of making themselves 

look bigger, stronger, more attractive and healthy;  we have this  same innate drive .  In 

cyberspace, I feel this proclivity is multiplied enormously.   Although we know weõre 

commu nicating with someone somewhere,  the fact that this exchange of information 

occurs via a computer or mobile device without their  physical  presence,  our need to 

be perceived favorably distorts our capacity to be genuine.     

http://www.merriam-webster.com/dictionary/nefarious


8 

 

The purpose  of embellishing our attributes  is not to abuse or victimize  the recipient , 

but to increase our perceive d worth.  The secondary objective , and  not used by the 

vast majority of online users , is for malicious reasons .  Just as a chameleon changes 

the color of its skin  color  to mimic foliage  when  hunting prey , iPredator s use 

cyberstealth  to  pre vent  their  targets from knowing  who they are , where theyõre 

located , what their  intentions a re or  how they can be identified  and apprehended  if 

need be . 

 

There isnõt a person on the face of the earth who has nõt at one time presented 
themselves in a more favorable light to others  both offline and online .  Although 

based in deception, these exaggerations are often innocent and cause minimal harm 

to the recipient.  When us ed in a malevolent manner, the stealth  inducing cyberspace 

world  becomes a hostile, abusive, and some times, deadly technique the victim is 

either unaware of or ignorant to.   

The proclivity o f humanity to present ourselves  in a favorable light ranges from slight 

to severe and from innocent to divisive .  Assuming this to be true, m y conclusionary  

findings have  led me to firmly believe  thereõs an aspect or construc t within the 

human psyche that  cyberspace connects  to on a  con scious and/or unconscious level .  

Not only does time seem to accelerate when weõre online, but we experience what I 

can only  describe as a non -psychotic dissociative experience .  Without sounding 

esoteric or too abstract, I strongly believe there are  neuropsychological  change s 

and/or  a psychological altering of reality that causes us, even for a brief period, to 

experience  reality distortions.        

Itõs within this connection  of òmind and machineó that  our inn ate capacity to 

exaggerate our  self -image  and/or worth  is fostered .  Itõs also w ithin this realm that we 

can, directly, indirectly or manipulated by others;  enter  a pseudo -dissociative state  

where  our perceptual  processing  becomes distorted.   In  essence, we create or access 

our alter ego or òvirtual ego .ó  For this reason, cyberstealth is  an effective tactic  used 

by iPredator s.     

I do suspect some iPredators have the ability to assess who is more or  less capable of 

being manipulated using this òmind and machineó dissociative experience we all 

experience at one time or another when online.   This would be an area of rese arch I 

http://www.worldtrans.org/TP/TP2/TP2A-77.HTML
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would sup port as being very beneficial to the fields of  internet security,  digital 

forensics and forensic psychology.        

Although the categories  of  a developmentally immature  cyberbully  and intimacy  

seeker  class stalker  falls within  the construct  of  the  iPredator  and not rooted in 

sociopathy , the vast majority of iPredators  are criminal,  deviant  and malicious  in their 

endeavors.   There is s omething about the digital universe , internet  tech nology and 

virtual reality that enmeshes with  the deep realms of our  human psyche.  

 

                            

Although federal , state, and local official s work diligently to combat iPredator s, their 

endeavors are minimal at best.  The art of cyberstealth offers them unique 

opportunitie s to place themselves in positions of power and control.  iPredator s have  

the luxury of trolling for victims at a leisurely pace wit hout fear of punishment.  

Unassuming internet consumers  are easily lulled into complacency because they are 

either ignorant to their  stealth practices o r discouraged in life and  drop all levels of 

skepticism for the sake of social acceptance by someone they think are òlike them.ó  

The reas on s for online pa rticipants performing high -risk  behaviors  are many , but are 

relied upon b y iPredator s in order for their  cyberstealth to be effective.  Cyberstealth 

is iPredator õs most powerful weapon i n their  strateg y of hunting human quarry.  

Fueled by  greed ,  narcissism  and/ or sociopathy , many  iPredator s revel in their  

internet anonymity, become grandiose from their  criminal  and abusive  triumphs and  

feel  galvanized knowing they  can freely troll for potential  victims,  seemingly  immune 

from law enforcement identification or apprehension.   Depending on their  

relationship to the victim, iPredator s have the freedom  to preserve or divulge their  

identity  at will .  Without fearing reprima nd, iPredator s participate  in creative design 

and  focused  purpose in their line of attack of seeking concentrated impact  with 

marginal effort .    

http://www.fbi.gov/stats-services/publications/parent-guide
http://en.wikipedia.org/wiki/Greed
http://en.wikipedia.org/wiki/Narcissism
http://www.mcafee.cc/Bin/sb.html
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By the end of 2012, digital technolog y trend forecastersõ project  1.2 billion people will 

interface with mo bile digital technology  daily .  The incidence of digital 

communication and exchanges per day number in the mult i -billions , and inevitably 

trillions,  as telecommunication  amplifies , improves  and becomes more cost effective .  

Given the obvious benefits  digital technology  offers , time spent  interacting online will 

increasingly become commonplace for all humanity.      

Although no agreed upon  pr ojections have been made  to when  total  information  

exchange  as the primary form of communication becomes universal,  the reality that 

most people  of all ages  will interact primarily  online by the next century is a viable 

prediction.  The new dimension of cyberspace is unchartered territory filled with 

opportunity and hope.  The antithesis to the se opportunities is the  iPredator.  

 

Ray Bradbury  

From Plato  to Ray Brad bury , writers, philosophers  and social scientists have acted as 

prescient  observers of humanity and its trajectory within ever -changing culture and 

ethos .  These enlightened witnesses have long acted, not only as observers, but also 

as harbingers, seeking to warn us of behaving in an impetuous manner .  Like children, 

we rush blindly and headlong into al l that is seductively offered for the sake of 

enhancing our pleasure and easing our effort.  

As digital technology gradually replaces human contact and reality based social 

relationships, humanity will become increasingly disconnected , not realizing they 

in crementally increase their probabili ty for becoming a target of iPredator .  The 

primary vehicle for dystopia to metastasize would be cyberspace  somehow becoming 

equivalent to reality .  Although a fictional concept, dystopia is  a world  iPredator s 

dr eam of coming to fruition .  In order for dystopia to ignite a societal paradigm shift , 

the primary method for all social and human exchange of information would  be by 

means of quantum computing  and virtual reality .  It then stands  to reason why 

iPredator s fantasize  of a dystopian society.   Upon completing my conclusionary  

findings , Iõve devised what I call the 5PV Model of internet victimization and abuse.  

http://en.wikipedia.org/wiki/Telecommunication
http://www.spaceagecity.com/bradbury/bio.htm
http://www.iep.utm.edu/plato/
http://www.raybradbury.com/bio.html
http://www.merriam-webster.com/thesaurus/prescient
http://en.wikipedia.org/wiki/Ethos
http://www.answers.com/topic/paradigm-shift
http://plato.stanford.edu/entries/qt-quantcomp/
http://www.webopedia.com/TERM/V/virtual_reality.html
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5PV is a five factor theoretic  model used to define all interactions between people 

who use digita l technology for benevolent reasons and  those who use it  for selfish 

and /or  malevolent reasons.  The five terms pertaining to 5PV are iPredator, iPrey, 

iPrevention, iPreservation and iVictim.  Th e 5PV Model is a representation of the five  

elements inv olved in criminal/deviant interactions as they relate to the  use of the 

world -wide web  for the exchange of information via  internet.  

The primary difference between this mo del and all other criminal and deviant 

victimization dynamics is the environment  in which offender  and victim  meet and 

exchange  information .  This environment, which benefits iPredator s, is the digital 

universe .  Unlike any other territory, cyberspace is a frontier where the potential 

victim has little authority to evaluate social exchanges in a realistic way.   

The internet has afforded the criminal, deviant and sociopath pristine anonymity  if 

chosen .  Itõs in this realm that they are  able to create a persona which they deem 

proper in their  tactical strategy to achieve success in their  methods of stalking.  

Without fear of identification, iPredator s have  free reign to behave, interact and 

personify what they believe  to be their  most successful strategy.   

For example, a  fifty year old man can now create a profile to be exactly what he feels  

will be viewed as most favorable by his target.  If his prey is a fourteen year o ld 

female, he can download adolescent  images, develop a creative  teen  background and 

interact with his adolescent target as someone close to her age and stage in life.  

Cyberspace and the online world provide  iPredator s a forum  for  pristine virtual 

reality.  

 Virtual reality  is a term that applies to computer -simulated environments that can 

simulate physical presence in places in the real world, as well as in imaginary  worlds.  

iPredators  no longer have  to hide behind the proverbial bushes and can skulk about 

in the dimension of cyberspace  undetected, hidden and  cloaked to perfection.  

iPredator s have evaluated the ir  targeted  quarry as not exercising personal security , 

harm reduction or victim prevention .   

The concept  that Iõve termed iPrevention,  describes the practice  of  internet safet y, 

cyber security  and self -awareness .  iPrevention  is a strategy , practice  and  conscious  

sustained approach to reducing the pr obabil ity of be coming a victim .  These 

http://en.wikipedia.org/wiki/Virtual_reality
http://www.fbi.gov/stats-services/publications/parent-guide
http://www.dhs.gov/files/cybersecurity.shtm
http://en.wikipedia.org/wiki/Self-awareness
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strategies involve a concerted effort to learn personal aspects and relevant 

demographic information  about our selves that increases our  chances of becoming a 

target.   

As digital te chnology will always advance, iPrevention as well must be a proactive 

activity .  This is not to say that  iPrevention requires advanced  training in digital 

technology , but a sustained effort to learn .  What  is required is a willingness to 

exercise  diligent  awaren ess and confirmed acceptance that some  iPredator s will 

always be one step ahead  with technological advancements.   

Under the theory of iPrevention, the goal  is not to be a step ahead of iPredator s, but 

to be keenly aware  that  theyõre always on the prowl and are using  creative and/or  

sociopathic methods to find and stalk their prey.  Online users can  reduce  the 

probability of becoming  a victim  while accessing digital technology by practicing 
effective iPrevention.   In doing so, the online user  is exhibiting iPreservation,  which 

Iõve defined as an  innate state of self -survival .  The symbolic visual equatio n 

illustrating this correlation to be used as a mnemonic device  fol lows:  

 

This simple equation represents a basic formula for  all  cyber protection and online  

safety  initiatives supporting our  inherent  survival instincts.   In addition to the time  

spent  and information shared while  in cyberspace , advanced online safety skills  also 

includes awareness of how offline behavior and lifestyle can modify online behavior.   

Far too many  adults and par ents of children fail to be cognizant that offline 

circumstances and psychological stressors dictate and govern online behaviors .   

In the  entire file of  my  conclusionary  findings  and hours of investigation  that Iõve 

engaged in to formulate my  structured construct  of iPredator , the one theme  

emphasized  throughout its entire philosophical framework  is, ôOffline Distress  
Dictates Online  Responseõ (ODDOR).  Actively engaging in iPrevention strategies 

means a person has tapped into their  innate motivation for iPreservation . 

 

http://www.google.com/search?sourceid=navclient&ie=UTF-8&rlz=1T4ADFA_enUS428US428&q=mnemonic+device
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 Plato

iPreservation  is defined as an innate  reservoir of  fuel or drive  for  lowering our  

probability of becoming a v ictim at the hands of iPredator.   This concept  is an active  
òstate of awareness ó consistently observed by online user s recognizing cyberspace is 

always an abstract  concept and not a real dimension of  space or  reality.   The innate 

need for sur vival in all  of us  should become ev en more  pronounced in the digital 

universe  given that iPredator s are protected by cyberstealth  and guided by  conquest  

and domination .   

iPreservation is  also  defined as  an inherent  urge and/or motivation to institute  a set 

of behavioral goals aware , that  they,  the  online user , need to  observe  in order to lower 

their  pr obability of becoming a victim . 

 

iPreservation is both a state of bein g and a diligent practice.  If  someone is 

consciousl y aware  that  iPredator s spend  a considerable amount of time and energy  

trolling  for vulnerable targets , the individual experience s a sense of need to preserve 

their autonomy.  The motivation for iPreservat ion is not based in fear of iPredator, 

but rather, in the awareness  that  they exist .   

The ideal  iPredator target  does not take the necessary steps required to reduce their 

probability for becoming a mark.  They tend to practice denial, view themselves as 

technologically advanced , and/or outside the purview of iPredator.   When one or 

more of these elements are evident and/or perceived by online users, theyõre in the 

arena of iPredator.     

iPredatorõs antisocial  pursuits are fueled by  their distorted perceptions of  self -

preservation.  For many of these miscreants , they believe they must victimize o thers 

in order to thrive, sometimes to survive,  to  feel socially accepted and  often for  a 

sense of accomplishment, right or  vindication .  Their motivations to hurt others are  

not restrained by guilt or remorse  because they percei ve their actions  towards a  

victim is deserved  and the person s hould have expected  it given their attitude, actions 

or ignorance .  Perceiving their actions in this way, iPredators justify the purpose of 

the ir behaviors  allowing them to hurt others without feeling remorse.    

 

http://plato.stanford.edu/entries/plato/
http://wiki.answers.com/Q/What_does_'heightened_state_of_awareness'_mean
file:///C:/Documents%20and%20Settings/Owner/My%20Documents/iPREDTheory/trolling
http://www.answers.com/topic/antisocial-personality-disorder
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Given that  the concept of  iPredatorÊ includes all people who attempt to taunt, 

victimize  or abuse othe rs using telecommunications or  any type of digital technology , 

the easiest way to define the cornucopia of assailants and their core construct s is 

defined as la cking social interest.  Social Interest  was postulated and defined by a  

turn of the century  Austrian  physician and psychologist Alfred Adler .  

In the simplest form, Social Interest, as defined by Alfred Adler,  is an attitude or 

macroscopic outlook towards being charitable, helpful and interested in the personal 

pursuit of furthering the welfare of others.   Adler went on to theorize that these 

elements of the human psyche, which inspired people to help others , are central to a 

personõs sense of wellbeing , stable  mental health and  functional  adaptability.    

From this  thesis, Adler strongly believed  people with low Social Interest were 

discouraged, angry and enveloped by a sense of inferiority  or by what he termed an  

Inferiority Complex .  Although Adler never experienced i nternet  technology and the 

advent of iPredators, his theory of Social Interest conceived 85 plus  years ago 

certainly defines what appears to be iPredatorõs proclivity to behave in an abusive, 

hostile, aggressive and/or criminal/deviant  manner directed at others.  

 

Alfred Adler  

As cost decreases regarding digital technology, the population of iPrey will steadily 

grow.  Once again, iPredator s use the same methodologies wild predators use in their 

hunt for food.  The only difference being iPredator s donõt stalk for survival , 

procreation and/or territory.  They stalk  their  quarry for deviant sexual needs, 

distort ed sociopathic endeavors, criminal in tentions , immature developmental needs 

to be accepted  or psychological/psychiatric motivations.  iPredators tend to be male, 

but female iPredators are growing  steadily as digital technology becomes more 

commonplace in daily living.  

iPrey can be low, medium  or high probability  targets.  Low probability targets  are 

people who are consciously aware there are malevolent people online who will 

attempt to victimize them if they let  their guard  down.  Medium probability targets 

are as aware as low probability targets, yet are more susceptible given their age, 

gender or mental acumen .  This is not to say that children , females  or senior citizens 

http://phenomenologicalpsychology.com/2009/10/alfred-adlers-concept-of-social-interest/
http://www.nndb.com/people/256/000097962/
http://www.bsmi.org/download/lin/InferiorityComplex.pdf
http://psychology.about.com/od/profilesal/p/alfred-adler.htm
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cannot  practice internet safety  or insulate themselves from victimization, but certain  

factors out side  of their control place them in pref erred target populations of 

iPredator.   

High probability targets are people  who donõt practice online safety  for various 

reasons .  These reasons include not knowing them, thinking they are irrelevant, 

simply not caring and/or knowingly engaging in high risk online activities .  Online 

users  who are high probab ility targets are at an increased risk for becoming a 

member of the unfortunate group called  iVictims .   

The concept of iVictim s, victimology  and development of victimization reduction 

strategies are all crucial to anyone who plans to be  an active online user  either for 

personal or professional use.   Even when a person is a proactive online user , engaged 

in a healthy offline lifestyle,  skilled at practicing internet safety and cyber security 

and diligent in their practices, it is still very important to regularly investigate the 

field of victimology.   The understanding of t he 5PV Model and its  philosophical 

underpinnings are extraordinarily important for children,  adults and parents .          

iPredator  seeks out and stalks those evaluated to be lax  in  practicing iPrevention 
while traveling through  cyberspace .  Everyone  using  the  web is a potential  victim of 

an iPredator.   Notwithstanding: T hose who are not diligent , nor concerned abo ut 

personal or financial safety  and those who are clearly  unaware of  hostile  threat (s) 

potential .   

Just as wild animals stalk their prey for food , iPredator s seek people theyõve deemed 

approachable.  In the wild, predators stalk and hunt prey they have e valuated to be a 

highly favorable  target , the weakest and least intimidating .  The most vulnerable 

targets for the  animal  predator and iPredator s are the young, the old  and /or the 

feeble .  Given that the vast majority of iPredators tend to be males;  they often target 

females due to  their distorted perception  that  female s are weaker and/or less clever . 

 

Ignorance , discouragement , psychologically compromise d, lack of skepticism, 

isolative tendencies  and curiosity  are but a few traits  an iPredator  look s for in 

hunting for a victim .  In addition to being adept at practicing cyberstealth, iPredator s 

are trained at sensing the  qualities  which  they deem  advantageous to initiate the  

http://www.unafei.or.jp/english/pdf/RS_No70/No70_12VE_Dussich.pdf
http://en.wikipedia.org/wiki/Ignorance
http://www.merriam-webster.com/dictionary/discouragement
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hunt.  By utilizing  iPrevention tactics, an individual  reduces their  potential to become 

a victim while utilizing  digital technology.   

I have begun to assemble  a group of colleagues, and proactive organizations to help 

me alert  both the  public and professional sectors to what Iõm calling the òImpending 

iPredator Plague. ó  Although millions, and soon billions, of people use and rely on the 

internet daily, few acknowledge the òcanceró iPredators bring  to humanity if not 

identified and stop ped.   

As the world -wide web continues to expand  at a feverish pace coupled  with seemingly 

daily in troductions of new technology , ever -increasing  obstacles  will  challenge 

humanity .  Already  online user s are being confronted by the ever increasing 

detriments of having incredible amounts of information which can be obtained, 

exchanged and spread at incredible speed.  Terms such as Digital Reputation , Digital 

Footprint , Digital Citizenship  and other simi lar concepts are now in vogue.   

Adults, businesses, children,  celebrities, polit icians and every other facet of our 

communities must now be wary  about what information theyõve shared online  in the 

past , what information  theyõve never disclosed but now accessible , social engineering , 
social intelligence  and  internet  libel . 

 

From a nationalistic perspective, industrialized nations must now allocate increasing 

amounts of time, money, manpower a nd strategic planning to address the growing 

concerns of homeland security, cyber terrorism  and cyber warfare  all due  to  social 

media and the speed and magnitude of information technology .  In addition to these 

http://en.wikipedia.org/wiki/Reputation
http://en.wikipedia.org/wiki/Digital_footprint
http://en.wikipedia.org/wiki/Digital_footprint
http://en.wikipedia.org/wiki/Digital_citizen
http://www.symantec.com/connect/articles/social-engineering-fundamentals-part-i-hacker-tactics
http://en.wikipedia.org/wiki/Social_intelligence
http://www.law.buffalo.edu/Academics/courses/629/computer_law_policy_articles/CompLawPapers/holland.htm
http://en.wikipedia.org/wiki/Cyberterrorism
http://www.ists.dartmouth.edu/docs/cyberwarfare.pdf
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threats to our national security, it is fair to assume iPredators and groups of 

iPredators will become willing activists attempting to access and design larger and 

more dead ly forms of cyber aggression.  

Social science experts and educators have attempted to enlighten and warn the  global  

community, but their impact to date pales in comparison to the wrath and inevitable 

growth of the threat of iPredator s and the growing number of iPredator groups .  This 

writer and his  future proactive  associates  and organizations will attempt  to motivate 

society before iPredator s become  a common fixture in the fast growing internet global 

community.  Cyberspace represents a new dimension and a new territory for social 

exploration.  Unfortunately, iPredator s patiently wait  in the shadows of this 

dimension with baited breath.    

If you agree there needs to be a national and/or global effort to stop iPredators, 

simply pass this document on to members of your community.  If youõre a parent, 

talk to your children  about their online activities and te ach them to  become vigilant 

about watching  out  for iPredators.   The digital unive rse is  filled with opportunity, 

knowledge and global connections.  My goal is not to shut down, regulate or re strict 

children, adults or digital technology expansion.  My goal  is to educate others on 

practicing online awareness and safety.       

 

 

 

 

 

 

 

 

 

 




